OdnyleCc ATTOUAKPUOLLEVNC
OLVOEONC OTOV EEOTTIALOLLO TOU
gepyootnplou

Biopnyavikot Avtopatiopotl — PLC
(Mpomtuylakol ottnteg v4)



AkoAouBnote tIg 0dnyieg mou Ba Bpeite
OTOV TIOPAKATW CUVOECHO

https://wiki.noc.uniwa.gr/doku.php?id=vpn service openvpn

>UVOEDN UE

* H eykatdotoon Kol mapapeTponoinon tng ebappoyng
XpeLaletal va yivel pia ¢opa

* [Mpw ouveyioete, BePalwBOeite mwg €xete ouvdeDel
EMITUXWG e VPN

LOpupotiko VPN

* Hunnpeoia nopéxetat anod to Navemniotuio (Kévtpo
AwktUov)

* Tivetal xprion tou akadnuaikol Aoyoplacuou



https://wiki.noc.uniwa.gr/doku.php?id=vpn_service_openvpn

EGappoyn yla
oLVOEDN OTO
gepyaotnpLo (amo

Windows)

* [poeykateotnuévn edapuoyn oe
Windows 7-11

* 1o mAaiolo ava(’%tgorg OTN YPAUUN EpYACLWY,
nAnktpohoynote ZUVOEOTH ATTOUOLKPUOEVNG
emipaveiag epyaoiog s Remote Desktop

Connection, ovaAdywe TNV yYAWooo ToU AELTOUPYLKOU
OUOTNHATOG

& Remote Desktop Connection —

| Remote Desktop
~>¢) Connection

Computer: | [Fxample: computer fabrikam.com v

Username: None specified

The computer name field is blank. Enter a full remote computer
name.

() Show Options Connect




Edappoyn yta cuvoeon
0TO Epyaoctnplo (amo
Mac)

* Amo to App Store kavoupe AqPn tng epappoyng
Microsoft Remote Desktop (bwpeav)

* 3TN OUVEXELA QVOLyOUE TNV Edapuoyn KoL amod to
pevou emiAéyoupe Add PC.

3

Microsoft Remote Desktop
Work from anywhere OPEN

0O

v + v

I Add PC |
-ﬁ'j,_e. -~ Add Workspace |
tH o o sk




Nedio: Computer/Computer
Name/Ovopa YrnioAoylotn:
195.251.95.35

Username/ Ovopa Xpnotn:
, To OLo pe to eclass, m.x.
oUVOEONC idpe19381234, auto47123, tex12345

>TOLXELA

Password/Kwéwkoc:
Oa tov AaPete otov LOPUUATLKO OAG
Aoyaploopo e-mail




>TOLXELA
ouvOEONC

Windows Security

Enter your credentials Enter your credentials
These credentials will be used to connect to

These credentials will be used to connect to Brink-Laptop.

Use —
[ ser name | DOMAIN\User.Name
’ Password | * [ Password
[[] remember me T
l'!:u Use another account

More choices

Shawn Brink
&

MicrosoftAccount) @outlook.com

@ Use a different account
JenEorums.com

AvaAoywg tnv £ékéoon twv Windows nou
XPNOLUOTIOLEITE, EVOEXETAL VOL XPELAOTEL VaL
emAé€ete More choices (meploocotepeg

emAoyEg) kat Use another account (Xpron
Sitapopetikol Aoyaplacpol) woTe va oag
EMLTPEYPEL VAL ELOAYETE TO Username




Ekkwvoupe tnv edbappoyn Tia Portal V17

ErmtiAéyoupe Create new project

Q¢ Project Name SnAwWVOULE KATIOLO OVOLYVWPLOTLKO, TT.X. TO OVOLLL
poG

Mpoatpetikd aAAalovpe tn dtadpoun amobrkeuong Kol EMIAEYOUUE
va dnuloupynBet otnv entdavela epyaciog

Anuoupyla

T€Aog, emiAéyoupe “Open the project view”

veou Project

-
. | C:\Usersluser1\Desktop

# Create new project

Ll




'H"p""'ﬁnm

OUOKEUNC
(PLC) oto
Project

Add new device

. | Devices |

Project tree

e

=)

| ¥ ] demo

B Add new device

g Devices & networks
» i Ungrouped devices
» E Security settings
» 38 Cross-device functions
» [g§ Common data
» [5]) Documentation settings
» [ﬁ Languages & resources
» [ & Version control interface
» 3 Online access

Controllers

~ (@i Controllers
» [ SIMATIC 57-1200
~ [ SIMATIC 57-1500

~ @ cru

E
=

» (@ crPUIsSIIAIPN

» (@ crPUISTICTI PN

» (@ cPUIS12C1 PN

~@crPu1sI3IPN
Il 6E57 513-1AL00-0ABO
Il 6657 513-1AL01-04B0
[l 6E57 513-1AL02-0ABO

» (@ cPUISIS2PN

» [ CPU 1516-3 PNIDP

» [ CPU 1517-3 PNIDP

» [ CPU 15184 PNIDP

» (5 CPU 15184 PNIDP ODK

» [ CPU 15184 PNIDP MFP

» (@ CPU1IS1IF1 PN

» [ CPU1513F-1 PN

» [l CPU 1515F2 PN

» [J CPU 1516F-3 PNIDP

» (3 CPU 1517F-3 PNIDP

» [[J CPU 1518F-4 PNIDP

» ([l CPU 1518F-4 PNIDP ODK
» [l CPU 1518F4 PNIDP MFP
» (@ crPUIsSTITI PN

Device: I

CPU 1513-1 PN

[v2s9 I~

Description:
CPU with display; work memory 300 KB code and
1.5 MB data; 40 ns bttoperlhon time; 4-stage

motion control, tlosed«loop comrol. coummg
and tracil
isochronous mode (:emnl); forall 'PROFINET
interfaces: transport pmtocol TCPIIP, secure
Open User Ct i
57 routing, IP forwarding, ka server, DNS client,
OPC UA: Server DA, Client DA, methods,
companion specifications; PROFINETIO
it RTIRT, perf

PROFINETV2.3, 2 ports, IDevice, MRP, MRPD,
isochronous mode; firmware V2.9

» (9 Card ReaderiUSB memory

Ernti\éyoupe “Add new device”

ATO TIC SLoBEOLUEC ETILAOYEC, ETUAEYOUUE SLadoXLKA
Controllers, SIMATIC S7 1500, CPU, CPU 1513-1 PN, 6ES7
513-1AL02-0ABO

ErBeBatwvoupe pe to OK




PLC security settings

@ Protection of

confidential PLC data Protection of confidential PLC configuration data activated:

- Confidential PLC configuration data (e.g. OPC UA certificates) are protected in the TIA Portal
project and during runtime.

- If the PLC must be replaced with a replacement PLC, the password for the protection of
confidential PLC configuration data must also be assigned for the new PLC.

Protection of confidential PLC configuration data deactivated:

- Confidential PLC configuration data (e.g. OPC UA certificates) are not protected in the TIA
Portal project and during runtime.

- No special password treatment when replacing the substitute PLC

Password:

PuButloelc
OUOKEUNC

(amevepyormotlnon
Password)

AmtevepyoroloU e tnv emtdoyn "Protects the PLC configuration
data..."

MNoatape Next SUo dpopéEc




PLC security settings

o

Full access (no protection):

_ All users have full access to operations that modify standard project data. No password is
(V] required.
Q PLC access protection Read access:

Users have read-only access to PLC configuration data (e.g. hardware configuration, blocks).
Users can also change the PLC operating state (RUNISTOP) and system time.

HMI access:
Only HMI access and access to diagnostics data is possible. This includes read and write access
10 tags.

No access (complete protection):

PuBuloelg R
OUOKEUNG et e S
(amevepyoroinon

Password)

Password for full access: [

AMaloupe to tedio "No Access" o€ "Full Access (no protection)"

Natape Finish

......



Avolyuo Tou
Editor (Ladder)

Project tree demo » PLC_1[CPU 1513-1 PN] » Program blocks » Main [OB1]

I Devices I

= EEIEE T N = B E R I

SN PR Main
v [ ] demo | Name |Data type |Defaultvalue | C
B¢ Add new device 1 4@~ Input
& Devices & networks 2 @ Initial_Call Bool Initial call of this OB
~ (g PLC_1 [CPU 1513-1 PN] (<] m i
IIY Device configuration S —
) Online & diagnostics Ak Ak =0— 7 = 2
» [g@ Software units
~ gl Program blocks i Dlock e N Erp ey Swes i fycle);
& Add new block Comment

4 Main [0B1] E|I= Network 1:

» [ Technology objects
» [B External source files
» (@ PLCtags
» (& PLC data types |
» (55 Watch and force tables
» [i Online backups |
» [Z Traces
» @ OPC UA communication
» fi Web applications
» (3. Device proxydata

Hot Program info

Cf PLC supervisions & alarms

E) PLC alarm text lists
» (@ Local modules

» [ Ungrouped devices

b B= Caruritucattinae

Comment

Ytnv evotnta Project Tree, avoiyoupue dtadoyika PLC_1 ->
Program Blocks -> Main [OB1] (6utAo kAWK)

210 H€oo TNG 0Bovn¢ epdaviletal o editor 0mou pmopoU e
va ypapoupe epappoyn pe MUAeC Ttumou Ladder



Exkilvnon
Simulator

A Siemens -

C:\Users\user1\Desktop\demo\demo

Insert | Online |0ptions Tools Window Help

Project Edit View
F (% B save project Ea;’soonline

Ctrl+K

ne o Gootiine o I8 I8 3¢ (1) [

& Extended go online...

0 lree .’ Go offline Ctrl+M
Devices [[) use onlylegacy PGIPC communication

ﬁ . Simulation

Ll',_cm_ | Stop runtimeisimulation

] Default value ]f

I Download to device Curl+L

B Add new device
#h Devices & networks

» [l Local modules
- @ .. L

Extended download to device...
Download and reset PLC program

Initial call of this OB

= [i PLC_1[CPU15131 Download user program to Memory Card =True, ifremanent data
[IY Device configura L 0
&‘ Online & diagno| * Snapshot of the actual values
» @Softwareunits ﬂLoad snapshots as actual values
= Q Program blocks @, Load startvalues as actual values
ﬁ'Md new blog n Upload from device (software)
& Main [0B1] Upload device as new station (hardware and software)..
» Q Technology obje Backup from online device
» &} External source Hardware detection »
» Q PLCtags HMI Device maintenance » —_
k EE PLC data types &? Accessible devices... Ctrl+U ‘mTéR‘
» @\Muh and force s
» [} Online backups [ starecru Ctrl+Shift+£ v ¥
» 53 Traces IR stop CPU CtrlShifteQ
» @ OPC UA commur| Breakpoints »
» [P web application{  Meodify »
» E Device proxy dat B online & diagnostics Ctrl+D
&2 Program info
Cf PLC supervisions & alarms
E] PLC alarm text lists |

ATIO TO ELKOVLOLOL TNV KEVTIPLKNA YPOAUUA ETIAOYWV
ETUAEYOULE TO CUMPBOAO HE TNV UITAE 0O0VN.

Aladopetikd amo to pevou Online, emAéyoupe
Simulation -> Start



Enable Simulation Support (0626 000013)

Extended download to device X
Configured access nodes of "PLC_1"
|  The blocks contained in this project cannot be simulated with Baice phieviceitype {slot—}Interface type .| Address fikinet
m  S7-PLCSIM. Do you want to enable the 'Support simulation LG CELISTS LRI L XY ENJE R3Z2168.0:)
during block compilation' option in the project properties?
Click <OK> if you want to enable simulation support in the protection

setting of the project properties with option ‘Support simulation during
block compilation’.

Type of the PGIPC interface: r!—_PN!lE

Click <Cancel> if you want to cancel simulation.

[~]
PGIPCinterface:  [JBPLCSIM ~e8 @

Note: Know-how-protected blocks which are not pfevnouslycomplled with Connection to interface/subnet: [ Directatslot'1 X1° [~] @
simulation support need to be opened with a p. piled in Teteat | - ©
a project with simulation support enabled. S £
Note that the know-how protection of blocks can be weakened bya
simulation. 2

Select target device: [show devices with the same addresses [~ ]

Device | Device type Interfacetype | Address | Target device |

I - — PNIIE Access address =

Exkivnon o
Simulator B —

RC Siemens & X
Unconfigured PLC [SIM-1500]

SIEMENS

B RUNISTOP ErmuBeBarwvoupe ta Warnings

B ERROR
B MANT MepLuévou e va avoiéel o e€opolwtng Kat to mapdBupo ue titho "Extended

download to device"

EruAéyou e Start Search




Exkkivnon
Simulator

Extended download to device X
Configured access nodes of "PLC_1"
Device |Devicetype ‘Slot. \Interfacetype  Address Subnet
PLC_1 CPU 1513-1 PN 1xa PNIIE 192.168.0.1
Type ofthe PGIPC interface:  [P_PNIE [~]
PGIPC interface: E PLCSIM [~] @ .
Connection to interface/subnet: [ Directatslot 1 X1' I @
1stgateway: | ]v] @
Select target device: | Show devices with the same addresses | v |
Device [ Device type [ Interface type | Address { Target device I
CPUcommon CPU-1500 Simula... PNIE 192.1680.1 T P
- - PNIIE Access address -
Online status information: [7) Display only error g
€ scan completed. 1 compatible devices of 1 accessible devices found. IZ|
%2 Retrieving device infor
- : -4
i scan and informati ieval completed. @
[v]

To TIA Portal Ba Bpel tov e€opowwtry Onwc paivetal mapanavw

ErmtiAéyoupue Load



Exkkivnon
Simulator

Establish connection to device

"PLC_1" might not be a trustworthy device.

The following errors were found when verifying the certificate:

-The IP address of the device does not match the addresses of the A
associated certificate.
-The device uses an unknown, selfsigned certificate.

v

If this device is the one you want, it is trusted and you can connect. If this
device is not the one you want, you should abort the connection.

Dizplay cerifcate: Abort connection

KaBwc eivat n mpwtn ¢opd mou cuvOEOUAOTE OTOV
géopowwtn, Ba mpemel va emiBeBalwoouVE TNV
gvepyela e to kou i "Consider as trusted and...”




. | stetus !

Exkkivnon
Simulator

[Torget lMessoge Action
d @ - rca Ready for loading. Load 'PLC_1"
(v] Simulated module The loading will be performed from a simulated PLC.

» Software Download software to device Consistent download

Text libraries Download all alarm texts and text list texts to device Consistent download

(<]

i

3]

[ eneh [ tosd | concel

EmiBeBolwVvou e TNV aITOCTOAN TOU

TPOYPOUUOTOC OTOV EEOLLOLWTN



Load results X

9 Status and actions after downloading to device
Status | Target 'Message Action l
*g, @ ~ P Downloading to device completed without error. Load 'PLC_1"
A » Start modules Start modules after downloading to device. No action
4
Ekklvnon ] B
Simulatz=
%5 Siemens o
Fmsh || oo || Goncel |

PLC_1 [CPU 1513-1 PN]
SIEMENS

RUN

IST
RUN / STOP STOP

W ERROR Y10 napaBupo emiAeyoupe Finish.
B MAINT PAUSE

MRES 1 ) v I I
O€EToUE TOV EEOOLWTH OE KATAOTACN AELTOUpPYLOG ETULAEYOVTOC

RUN. H gvéewktikn) Auxviae RUN/STOP Ba yivel mpaotvn

X1 192.168.0.1



:o. .. : ...".. : .‘ 0. o. .' v Block title: “Main Prognlrn smp (CF'e)-
oot 0 Comment
Comment

W23

Online cuvoeon
ue e€opolwtn
(mpoBoAn kat
aAAayn

OTOLELWV)

Evw Bplokopaote otov Editor, emiAéyoupe to wkovidilo "Start Monitor".
Awadopetika amnod to pevou Online emiAéyoupe Monitor oo

Ytov Editor pmopoupe A€oV va SOUE TNV KATAOTOON TWV OTOLXELWV
(eLc6dwv, €€06WV pvnuwv) kaBwc kat tTnv dtadpopun Aoywkou 0/1
(okoUpo pmAe / mpacowvo avtiotowa)



2 New Define tag... Ctrl+Shift+l
Rename tag... Ctrl+Shift+T

Rewire tag... Ctrl+Shift+P

X cut Ctrl+X
5 Copy Ctrl+C
_‘@ Paste Ctrl+V
¥ Delete Del

Online ouvbdeon .

Cross-references F11

PLC Cross-reference information Shift+F11

UE ECOUOLWTN B e e

Insert STL network

! Insert SCL network
(7-[ p O B OA r] Ka L E‘"" Insertinput and output Ctrl+Shift+3
2 Insert empty box F8

aAAayn e
oTolXElWwV) o

Mrtopou e va aAAAEOUE TNV TIUN

£VOC OTOLXELOU KAvVOVTOC OEEL KALK,
Modify kot Modify to 0/1



Online cuvoeon
ue e€opolwtn
(mpoBoAn kat
aAAayn
OTOLELWV)

PLC programming

ns - C:\Userswser1\Desktop\demo\demo

Project Edit View Insert Online Options Tools Window Help

. A Y Esepoi @ X 85X 0 SEEE R coonine o Gootine Gy I X L [

Project tree NN demo » PLC_1[CPU 1513-1 PN] » Program blocks » Main [OB1]

Devices
=l EH2|dazs w008 B:A:EH €GEARD =% O
o | Mmain
v _]demo O | Neme | Data type |Defaultvalue C
B Add new device 1 ]{;II ¥ Input
s Devices & networks 2 @= Initial_Call Bool Initial call of this OB
S &. PLC_1 [CPU 1513-1 PN] ol ]ﬂ = Remanence Bool =True, if remanent data are |
Y Device configurati eSS
%] Online & diagnostics HF -k == {7} = &
» [g@ Software units .
- @ Program blocks o v Block title: “Main Program Sweep (Cycle)”
& Add new block ommen X

& Main [0B1] i Ol Network1:
» [§ Technology objects
» @i External source files

» PLC ta:
[; g 0 W23 M55 wQas
» [ pcdata types *START' “Fault” *MOTOR"
» [ Watch and force tables 1 N {
> F F 1
» [& Online backups

» [ Traces
» [ OPC UA communicat...
» E Web applications v Network 2:
» [i. Device proxydata c

o Program info

Cf PLC supervisions &al...

] PLC alarm text lists |
» (= online card data
» [ Local modules [ ] |

» i3 Ungrouped devices

Y€ TLEPLITTWON TIOU KAVOUE AAAQYEC OTO TIPOYPALLUAL,
B TIPETMEL VL TIC OTEIAOUE EK VEOU OTOV EEOLOLWTH)

ETULAEYOVTOC TO ELKOVIOLO N SLadbopeTIKA Ao TO
pnevol Online tnv emtdoyn Download to device.



Kavete save ava ToKTA
XpOVLKd 6La0Tr'] ua'[a /QQ Change account settings
[9] Lock

> Sign out

[Tpoooxn @ user

Otav teAslWOoETE,
KAelote T epapLOYEG
Kol artoouvoeBeite Pictures

Documents

Kevtplko pevou ->
Ovopa xpriotn -> “Sign
Out” Power

Settings




